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Question: 1

The developers recently deployed new code to three web servers. A daily automated external device
scan report shows server vulnerabilities that are failing items according to PCI DSS.
If the vulnerability is not valid, the analyst must take the proper steps to get the scan clean.
If the vulnerability is valid, the analyst must remediate the finding.
After reviewing the information provided in the network diagram, select the STEP 2 tab to complete the
simulation by selecting the correct Validation Result and Remediation Action for each server listed using
the drop-down options.
Instructions
STEP 1: Review the information provided in the network diagram.
STEP 2: Given the scenario, determine which remediation action is required to address the vulnerability.
If at any time you would like to bring back the initial state of the simulation, please select the Reset All
button.
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Solution
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WEB_SERVER01: VALID – IMPLEMENT SSL/TLS
WEB_SERVER02: VALID – SET SECURE ATTRIBUTE WHEN COOKIE SHOULD SENT VIA HTTPS ONLY
WEB_SERVER03: VALID – IMPLEMENT CA SIGNED CERTIFICATE

Question: 2

HOTSPOT
A security analyst suspects that a workstation may be beaconing to a command and control server.
Inspect the logs from the company’s web proxy server and the firewall to determine the best course of
action to take in order to neutralize the threat with minimum impact to the organization.
Instructions:
Modify the firewall ACL, using the Firewall ACL form to mitigate the issue.
If at any time you would like to bring back the initial state of the simulation, please select the Reset All
button.
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Question: 3

Which of the following BEST describes the offensive participants in a tabletop exercise?

A. Red team
B. Blue team
C. System administrators
D. Security analysts
E. Operations team

Answer: A

Question: 4

After analyzing and correlating activity from multiple sensors, the security analyst has determined a
group from a high-risk country is responsible for a sophisticated breach of the company network and
continuous administration of targeted attacks for the past three months. Until now, the attacks went
unnoticed. This is an example of:

A. privilege escalation.
B. advanced persistent threat.
C. malicious insider threat.
D. spear phishing.

Answer: B

Question: 5

A system administrator who was using an account with elevated privileges deleted a large amount of log
files generated by a virtual hypervisor in order to free up disk space. These log files are needed by the
security team to analyze the health of the virtual machines. Which of the following compensating
controls would help prevent this from reoccurring? (Select two.)

A. Succession planning
B. Separation of duties
C. Mandatory vacation
D. Personnel training
E. Job rotation

Answer: B,D
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Question: 6

Which of the following best practices is used to identify areas in the network that may be vulnerable to
penetration testing from known external sources?

A. Blue team training exercises
B. Technical control reviews
C. White team training exercises
D. Operational control reviews

Answer: A

Question: 7

A cybersecurity analyst is reviewing log data and sees the output below:

Which of the following technologies MOST likely generated this log?

A. Stateful inspection firewall
B. Network-based intrusion detection system
C. Web application firewall
D. Host-based intrusion detection system

Answer: C

Question: 8

A security analyst is reviewing a report from the networking department that describes an increase in
network utilization, which is causing network performance issues on some systems. A top talkers report
over a five-minute sample is included.
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Given the above output of the sample, which of the following should the security analyst accomplish
FIRST to help track down the performance issues?

A. Perform reverse lookups on each of the IP addresses listed to help determine if the traffic is necessary.
B. Recommend that networking block the unneeded protocols such as Quicktime to clear up some of the
congestion.
C. Put ACLs in place to restrict traffic destined for random or non-default application ports.
D. Quarantine the top talker on the network and begin to investigate any potential threats caused by the
excessive traffic.

Answer: A

Question: 9

A security analyst received a compromised workstation. The workstation’s hard drive may contain
evidence of criminal activities. Which of the following is the FIRST thing the analyst must do to ensure
the integrity of the hard drive while performing the analysis?

A. Make a copy of the hard drive.
B. Use write blockers.
C. Run rm –R command to create a hash.
D. Install it on a different machine and explore the content.

Answer: B

Question: 10

File integrity monitoring states the following files have been changed without a written request or
approved change. The following change has been made:
chmod 777 –Rv /usr
Which of the following may be occurring?

A. The ownership pf /usr has been changed to the current user.
B. Administrative functions have been locked from users.
C. Administrative commands have been made world readable/writable.
D. The ownership of/usr has been changed to the root user.
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Answer: C


