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Question: 1

Which of the following is BEST deserved as "being outside the scope of risk management in DevSecOps"?

A. Manage major events that caused harm or loss
B. inform business risk decisions for applications
C. Assess me effectiveness of cybersecurity program
D. Ensure the acuity to meet compliance controls

Answer: C
Explanation:

Question: 2

An organization does not allow servers to be upgraded.
The scenario BEST describes which of the following?

A. Mutable infrastructure
B. Data integrity
C. immutable infrastructure
D. Data security

Answer: C
Explanation:

Question: 3

Which of the following BEST describes the combination that provided the foundational principles that
ted to DevOps?
1. Agile
2. Lean
3. ITIL
4. SAFE

A. 1 and 2
B. 2 and 3
C. 3 and 4
D. 1 and 4
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Answer: A
Explanation:

Question: 4

Which of the following is BEST described as ''the level of the IT security learning continuum where an
organization covers security basics and literacy’’?

A. Education
B. Awareness
C. Immersion
D. Training

Answer: B
Explanation:

Question: 5

When of the following statements BEST describes penetration testing?

A. A coordinated cyber attack to check simulated vulnerabilities
B. A planned cyber attack to check for actionable vulnerabilities
C. A coordinated cyber attack to check for planned vulnerabilities
D. A simulated cyber attack to check for exploitable vulnerabilities

Answer: B


