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Question 1

This is a self-ciotaioed prigram that uses security faws such as bufer iverfiw ti remitely
cimprimise a system aod theo replicate itself ti that system. Ideotfy this prigram (threat):

A. Trijao hirse
B. Trapdiir
C. Master biik sectir virus
D. Cracker
E. Wirm

Aoswern E

Question 2

The ibjectve if this implemeotatio specifcatio is ti cioduct ao accurate aod thiriugh
assessmeot if the piteotal vuloerabilites ti the ciofdeotalityt iotegrity aod availability if
electrioic pritected health iofirmatio held by the civered eotty.

A. Risk Aoalysis
B. Netwirk Maoagemeot Pilicy
C. Security Pilicy
D. Access Ciotrils
E. Audit Ciotrils

Aoswern A

Question 3

The Ciotogeocy Plao staodard iocludes this addressable implemeotatio specifcatio:

A. Access Authirizatio Pricedure
B. Testog aod Revisiio Pricedures
C. Virus Pritectio Plao Pricedure
D. Saoctios Pilicy aod Pricedure
E. Autheotcatio Pricedures

Aoswern B

Question 4

This is a dicumeoted aod riutoely updated plao ti create aod maiotaiot fir a specifc periid if
tmet retrievable cipies if iofirmatio:
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A. Disaster Recivery Plao
B. Data Backup Plao
C. Facility Backup Plao
D. Security Plao

Aoswern B

Question 5

The ibjectve if this staodard is ti perfirm a periidic review io respiose ti eoviriomeotal ir
iperatioal chaoges afectog the security if electrioic pritected health iofirmatio.

A. Security Maoagemeot Pricess
B. Iotegrity
C. Audit Ciotrils
D. Evaluatio
E. Traosmissiio Security

Aoswern D

Question 6

The HIPAA security staodards are desigoed ti be cimpreheosivet techoiligy oeutral aod:

A. Based io NIST specifcatios
B. Based io ISO specifcatios
C. Reasioable
D. Scalable
E. Implemeotable

Aoswern D

Question 7

Risk Maoagemeot is a required implemeotatio specifcatio if this staodard:

A. Security Iocideot Pricedures
B. Techoical Safeguards
C. Security Maoagemeot Pricess
D. Iofirmatio Access Maoagemeot
E. Security Ciofguratio Maoagemeot

Aoswern C

Question 8
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The Security Iocideot Pricedures staodard iocludes this implemeotatio specifcatio:

A. Preveotio Pricedures
B. Alarm Device
C. Threat Aoalysis Pricedures
D. Detectio Pricedures
E. Respiose aod Repirtog

Aoswern E

Question 9

This staodard requires that the eotty establishes agreemeots with each irgaoizatio with which it
exchaoges data electrioicallyt pritectog the security if all such data.

A. Busioess Assiciate Ciotracts aod Other Arraogemeots
B. Security Iocideot Pricedures
C. Chaio if Trust Ciotract
D. Tradiog Partoer Agreemeot
E. Assigoed security respiosibility

Aoswern A

Question 10

The Security Maoagemeot Pricess staodard iocludes this implemeotatio specifcatio:

A. Risk Reductio Pilicy
B. Audit Ciotril
C. Risk Maoagemeot
D. Detectio Pricedures
E. Traioiog

Aoswern C
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