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Which statement accurately describes configuration of Data and Management ports on the
ClearPass appliance? (Select two.)
 
 
A. Static IP addresses are only allowed on the management port. 
B. Configuration of the data port is mandatory. 
C. Configuration of the management port is mandatory. 
D. Configuration of the data port is optional. 
E. Configuration of the management port is optional 
 

Answer: C,D

 

 

 
Under which circumstances will ClearPass select the Policy Service named ‘Test device
group’ "?
 
 
A. when the IP address of the NAD is part of the device group HQ  
B. when the NAD belongs to an Airwave device group HQ  
C. when the ClearPass IP address is part of the device group HQ  
D. when the Aruba access point that the client is associated to is part of the device group
HQ  
E. when an end user IP address is part of the device group HQ 
 

Answer: C
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Based on the Enforcement Policy configuration shown, which Enforcement Profile will an
employee receive when connecting an iOS device to for the first time using EAP-PEAP?
 
 
A. Deny Access Profile 
B. Onboard Device Repository 
C. Cannot be determined 
D. Onboard Post-Provisioning - Aruba 
E. Onboard Pre-Provisioning - Aruba 
 

Answer: E

 

 

A Search was performed using Insight and the following is displayed: 
 
 

 
 
What could be a possible reason for the ErrorCode 'Failed to classify request to service'
shown above?
 
 
A. The user failed authentication. 
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B. ClearPass couldn't match the authentication request to a service, but the user passed
authentication. 
C. ClearPass service rules were not configured correctly. 
D. ClearPass service authentication sources were not configured correctly. 
E. The NAD device didn't send the authentication request. 
 

Answer: C

 

 

 
An administrator configured a service and tested authentication but was unable to complete
authentication successfully. The administrator performs a Search using Insight and the
information displays as shown
 
What is a possible reason for the ErrorCode Failed to classify request to service' shown? 
 
 
A. The user failed authentication due to an incorrect password 
B. ClearPass could not match the authentication request to a service but the user passed
authentication 
C. ClearPass service authentication sources were not configured correctly. 
D. The NAD did not send the authentication request 
E. ClearPass service rules were not configured correctly 
 

Answer: C

 

 

Which types of files are stored in the Local Shared Folders database in ClearPass? (Select
two )
 
 
A. Backup Files 
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B. Software image 
C. Log files 
D. Generated Reports 
E. Device fingerprint dictionaries 
 

Answer: A,C

 

 

 
Based on the Authentication sources configuration shown, which statement accurately
describes the outcome if the user is not found?
 
 
A. If the user is not found in the remotelab AD, but is present in the local user repository, a
reject message is sent back to the NAD. 
B. if the user is not found in the local user repository but is present in the remotelab AD, a
reject message is sent back to the NAD. 
C. If the user is not found in the local user repository a reject message is sent back to the
NAD. 
D. if the user is not found in the local user repository and remotelab AD, a reject message
is sent back to the NAD 
E. If the user is not found in the local user repository a timeout message is sent back to the
NAD. 
 

Answer: D
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Based on the Endpoint information shown, which collectors were used to profile the device
as Apple iPad? (Select two.)
 
 
 
 
 
A. OnGuard Agent 
B. HTTP User-Agent 
C. DHCP fingerprinting 
D. SNMP 
E. SmartDevice 
 

Answer: B,C

 

 

Which of following is true for both the persistent and dissolvable versions of OnGuard?
(Choose 2)
 
 
A. Ability to bounce the endpoint 
B. Auto-remediation is available 
C. Gather statement of health information for network authorization 
D. Supports Windows, Mac OS X devices 
E. They need to be installed on the client devices. 
 

Answer: C,D
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What is the purpose of RADIUS CoA (RFC 3576)? 
 
 
A. to force the client to re-authenticate upon roaming to a new Controller  
B. to apply firewall policies based on authentication credentials  
C. to validate a host MAC address against a whitelist or a blacklist  
D. to authenticate users or devices before granting them access to a network  
E. to transmit messages to the MAO/NAS to modify a users session status 
 

Answer: E
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