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The sender validation techniques SPF and DKIM rely on data provided by what type of
entity?
 
 
A. The upstream MTA 
B. The sender’s LDAP server 
C. The sender’s DNS records 
D. The sender’s email envelope 
 

Answer: C

 

 

 
Which Fortinet Single Sign-on (FSSO) user identity discovery method can
FortiAuthenticator use if the device or user identity cannot be established transparently,
such as with non-domain BYOD devices?
 
 
A. External Syslog 
B. RADIUS accounting 
C. Active Directory polling 
D. Portal authentication 
 

Answer: D

 

 

 
Which configuration elements must be in place for the FortiADC global load balancing
feature to discover from local FortiADC server load balancers the virtual servers that can
be included in the GLB virtual server pools? (Choose two.)
 
 
A. Servers 
B. Hosts 
C. Data centers 
D. Address groups 
 

Answer: A,D
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Once defined, an antivirus profile can be activated from which two configuration objects in
FortiMail? (Choose two.)
 
 
A. IP policy 
B. Recipient policy 
C. Security profile 
D. Content profile 
 

Answer: A,B

 

 

 
Which two types of digital certificates can you create in FortiAuthenticator? (Choose two.)
 
 
A. 3rd-party root certificate 
B. Local services certificate 
C. User certificate 
D. CRL 
 

Answer: B,C

 

 

 
Which of the following statements about virtual tunneling for outbound link load balancing
are true? (Choose three.)
 
 
A. Two dispatch algorithms are supported: weighted round robin and source-destination
hash. 
B. A virtual tunnel can combine point-to-point and multipoint IP tunnels. 
C. Link policies are used to specify which traffic is sent through each virtual tunnel. 
D. Contains IP tunnels that encapsulate the traffic using a GRE-based proprietary protocol. 
E. Each virtual tunnel can contain no more than three IP tunnels. 
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Answer: A,C,D

 

 

 
Which CLI command on FortiAuthenticator is not used for troubleshooting network
connectivity issues?
 
 
A. ping 
B. tcpdump 
C. traceroute 
D. NTRADPing 
 

Answer: D

 

 

 
Which of the following statements about layer 2 load balancing are true? (Choose two.)
 
 
A. HTTP content can be modified. 
B. It’s useful when the real IP addresses of the back-end servers are unknown by the
FortiADC administrator. 
C. Load balancing decisions are made based on the destination MAC address of the client
traffic. 
D. It supports IPv6. 
 

Answer: A,C

 

 

 
What statement is true for the self-service portal? (Choose two.)
 
 
A. Administrator approval is required for all self-registrations 
B. Self-registration information can be sent to the user through email and SMS 
C. Realms can be used to configure what self-registered users or groups can access the
network 
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D. Users self-register through the social portal splash screen 
 

Answer: A,B

 

 

 
What is one requirement for your network when deploying FortiAuthenticator?
 
 
A. FortiAuthenticator must be positioned in an active-active geographic load-balanced high
availability (HA) network 
B. FortiAuthenticator must have a management computer connected to port 1 
C. Policies must have specific ports open between FortiAuthenticator and the
authentication clients 
D. Multiple FortiAuthenticator are required if more than one FortiGate exists in your network 
 

Answer: B
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